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Safety & Security Online

Student journalists face unique safety challenges, including harassment on
social mediq, digital surveillance, and the risk of covering protests where tensions
can escalate rapidly. Protecting yourself is as important as protecting your
sources. This guide covers digital hygiene, handling online harassment, and best

practices for staying safe in the field.

Protecting Yourself Digitally

Passwords: Use strong, unique passwords for every account. Enable

two-factor authentication (2FA) on email, social media, and content

platforms.

e Burner accounts: For sensitive investigations, consider using a separate
email account that isn’t tied to your personal identity.

e Encrypted communication: Tools like Signal or ProtonMail protect
conversations with sources.

e Data Storage: Keep backups of notes and recordings on encrypted drives or

cloud services that utilize two-factor authentication (2FA).

Dealing with Harassment and Trolling

e Don’t engage in bad-faith debates. Block, mute, or filter aggressive

accounts.
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e Document threats. Screenshot harassment and save the metadata. File
reports with your platform and, if serious, campus safety or local police.

e Set boundaries. Avoid mixing personal and professional social media
accounts whenever possible. Keep your private life private.

e Lean on your newsroom. Harassment is not an individual problem. Share

burdens, and don’t hesitate to publish statements of support.

Covering Protests and Demonstrations Safely

e Preparation: Wear neutral clothing without partisan slogans. Bring water,
ID, a notebook, and a portable charger. Avoid flashy equipment that
could draw hostility.

e At the scene: Stay on the edges of crowds when possible. Identify
yourself clearly as a member of the press, but be aware that not everyone
will respect this designation.

e Recording: Keep your phone locked with a passcode, not Face ID or
Touch ID (law enforcement can compel biometric unlocks more easily).

e Exit strategy: Always know two routes out. If violence breaks out, your

safety is our top priority. Leave rather than risk injury.

Final Note: Being a journalist — even at the student level — attracts attention.
Sometimes that attention is supportive; sometimes it’s hostile. Protecting yourself
digitally and physically ensures you can keep doing the work without becoming

the story yourself.
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